SOAP

(Security Operations Awareness Program)
to keep our environments up to date, safe and clean.

(») Intro title comes into view
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Accidents happen so easily.
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As can be the case in the design phase
of anew or existing IT system for the Rabobank

(») From the left a coffeecup comes into the screen and trips
over half way...

(») Spilling the coffee on the laptop that comes in from the
right side of the screen and..

...where even small errors can lead
to catastrophic disasters.
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Consider Rob, for example.

Rob works at Rabobank and has developed
a new application.

(»] ..causes a huge explosion!

(») The camera moves up and we see a man in the screen
giving us a thumbs up.

(»] The man points to the left where a laptop comes into
view. A celebrative popper comes behind it.
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This application will facilitate communication and data sharing
between customers and Rabobank employees.

o

Rob was focused on implementing the application
as quickly as possible,
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...putting Kate, the IT professional,
under immense pressure.

(») The laptop comes to the middle of the screen and
multiple talking clouds appear around the laptop.

(») Rob comes back into frame and taps his watch

(») From the left Kate appears into the screen and sweat is
dropping of her face.
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As a result, the normal onboarding procedure
according to Rabobank's standards,
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...which typically includes security checks
and requirements, were not followed.
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Consequently, the application could not
be checked for data security.

(») A blueprint of the laptop comes into screen from left
to right.

(») For every stage we see warnings.

(») We zoom in on the laptop and multiple orange lines
appear next to the screen.

o
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Shortly after its release, hackers discovered
and exploited the data breach.

Data belonging to thousands of customers and
Rabobank employees ended up on the streets.

Lawsuits

After multiple lawsuits,
Rabobank was held responsible

(») A hacker shows up in the computer.

(»] The messages and data from clients surround the hacker.

(»] We see Rob on the screen and a red cross and the word
“lawsuits” shows up

o
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Lawsuits
Fines

...and faced billions in fines.

The financial consequences are enormous,

...as well as the damage to integrity
and reputation.

(») The circle that Rob is in flips upside down and turns into
a coin being flipped in the air. The red cross is there...

(») The coin falls on a stack of coins.

(»] Multiple protestsigns show up behind the stack of coins.
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Fortunately, Rob and Kate are fictional,
and this situation did not occur.
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However, what this scenario does illustrate is that
catastrophic consequences can lurk in small oversights.

It's crucial that both new and existing applications
undergo security checks

(») Fora moment we see Rob and Kate before they
dissapear

(») We see the laptop come into the screen

(») We see the blueprint for the laptop but this times al the
security checks are green.

o
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...to prevent such severe outcomes.

New applications

% Existing applications

Not only should we focus on securing new
and existing applications,

>

New applications
Existing applications
Changes

Tech developments
Emerging threats

...but also on changes, external tech developments,
and emerging threats.

(»] The laptop zooms into the screen with green checks
next to the laptop.

(») The words “New applications” and “Existing applications”
show up in the screen.

(»] The summary moves to the left and Rob shows up while
pointing to the added points.

Therefore, it's essential to include security measures
in the design phase.

Additionally, incident management and
process monitoring are vital

...to ensure the security of the application.

(») We see the blueprint

(») Getting checks

(») and the final security measurement.
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In this way, we continue to safeguard our customers

...and uphold the integrity of the bank.

Security Champ

For more information on data security, visit Security Champ.

(») We zoom in on the laptop with a green database.

Rabobank h%

(»] The Rabobank logo appears on screen

(») Rob gives us the thumbs up

(») We see Security Champ on the screen
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